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RG-WS6024

KoHTponnep 6ecnpoBoaHbIX TOYKE JOCTYyNa
RG-WS6024

KoHTponnep 6ecnpoBogHbix Todek poctyna (BK) Ruijie RG-

OCHOBHbIE MOMEHTbI

WS6024 nuamnpyeT B CBOEM Kracce 3a CYeT TEXHOSMOMnN «BCe B
MHTerpupoBaHHbI 6ecnpoBoaHOM
KOHTponnep «Bce B paHoM» & 24-nopT PoE+
kommyTaTtop (¢ 4x10G uplink)

[HOM» KOHTpONs MNpPOBOAHOW U 6ecnpoBoAHON ceTu W

nogaepXkn nutanna PoE. RG-WS6024 ngeanbHO nooxoauT B

kadecTBe siapa 6eCnpOBOAHOI CETU ANs cekTopa 06pa3oBaHus, kP EE e o) 26 T

ManblX W cpegHux OusHec ceTer, dunuanoB KOMMaHUM.

MonHas oTkazoycTonumeocTb ( N+1/ N+N
pexumbl)

YHuBepcanbHbin  6ecnpoBOAHON KOHTPONSep noaaepxvBaeT
noptbl goctyna lurabut Ethernet, 10G ontuueckuin uplink u PasnnuHble BapuaHTL MPOBEPKY MOATMHHOCTM

PoE/PoE+ nutaHne. RG-WS6024 npegnaraet ynpasneHue Ao
24 Toukamu poctyna (TL) n macwTabupyetcs go 128 T npu

MCMNOSIb30BaHNN AOMNOSTHUTENBHOW JIULIEH3UN.

KoHTponnep nerko noagepXvMBaeT LEeHTPanv30BaHHbIN KOHTPONb OecnpoBOOHOW CETU WM ynpaereHue,
obnapgatoLme UCKNIYUTENBHON OOCTYMHOCTLIO 1 npocToTon. COBMECTHO € nepenoBon nnatdopmon Ruijie
Smart Network Commander (RG-SNC)
KoHdurypauuen TO »n onTMMM3MpoBaTb PagMoOYacTOTHOE MOKPbITME AN MNOBbIEHUs ©GecnpoBoAHON

n cepunHbiMmn T, RG-WS6024 mMoxeT rmbko ynpaensiTb

npon3BoanTerNibHOCTN, OAHOBPEMEHHO C MUHUMU3aLMEN Harpy3kKu.

WEB wn 802.1X. Pabotas
COBMECTHO C JlOKanbHbIM nopTanom u 06a3on [aHHbIX ayTeHTudumkaumm, BK obecneunBaeT nerkoe

RG-WS6024 BkntovaeT OOLIMPHY0 OMOMMOTEKY PEXMMOB ayTeHTUdUkaumm

ynpaerneHue 3awmieHHbiM 6ecnpoBogHbIM AocTynomM. OH He TOMbKO yrpoLaeT OOLLYy apXUTEKTYpY CeTH,
HO TaKKe 3Ha4YUTENbHO CHWXaeT 3atpaTtbl Ha BHegpeHne BK RG-WS6024 nonHOCTbIO yAOBNEeTBOpSeT

Tpe6OBaHI/IFI ©e3onacHoro Aoctyna MarnbIX n cpeaHunx 6eCI'IpOBOD,HbIX ceTen.

XapaKTepucru KM npoaykKrta

UHTennektyansHas 6ecnpoBogHan ceTb

I/IHTenneKTyaanaﬂ I/I,quTVICbVIKaLWIﬂ
CMapT-yCTPOMCTB

BecnpoBogHoi koHTponnep RG-WS6024 co BCTPOEHHbIM
cepBepoM  noptana, pasyMHO  UAEHTUDUUMPYET  TUnbl
KOHEYHbIX YCTPOWCTB, OCHOBbLIBAsiICb Ha MX COOTBETCTBYIOLLUX
dyHKUMSAX. OTa QYHKUMS npedocTaBnsieT Monb3oBaTensm
afanTVBHbIA MopTan CTpaHuLpbl ayTeHTUdUKaumm, KOTOpbIN
nomellaeTca  Ha  9KpaH  MoBOro  MHTenneKTyarnbHOro
ycTporictBa Ha BblGop. OH 3addekTuBHO u3baBnser or
Heob6XoaAMMOCTV PerynupoBK/ pasmepa dkpaHa W npegnaraet
YNyYleHHbIn  6ecnpoBOAHOM  MOMb30BaTENbCKWAA  OMbIT.
MonHocTblo  nopAdepxuBaeT — OMepauyoHHble  MEWHCTPUM
cuctemsbl, Bkntovas Apple iOS, Android n Windows.

YecTHOE NnaHMpoBaHue
CaevpasemiBoeRviiaHRPOBIIAE npenocTaenser pasHoe
BpeMsi [ocTyna [Ans  CMapT-yCTpOWCTB, paboTawlmx nof
yrnpaBfeHnemM pasnuyHbIX CTaH4apToB, TakMx kak 802.11g,
802.11n, 802.11ac, u 1.4. CoBmecTHO ¢ T Ruijie RG-WS6024
npeaocTaBnsieT paBHOE BpeMsi AOCTyna Afsi CMapT-yCTPOWCTB,
paboTatoLLmx noa yrnpasneHMeM pas3nuyHbiX CTaHAAPTOB, TaKWX Kak
802.11 g, 802.11 n n 802.11 ac u T. 4. PyHKUUS peluaeT Takue
npobnemsl, Kak BbICOKast NaTeHTHOCTb, HM3Kas
npou3BoAMTENbHOCTL Tl M MeAneHHas CKOpoCTb CEeTU, Bbl3BaHHbIE
1cnonb3oBaHWeM CTapoli KapTbl GecrnpoBOAHON FoOKanbHOW ceTn
LAN, unu no npuyvHe HaxoXOeHUsl OKOHEYHOro YCTpoMCTBa
paneko ot TO. RG-WS6024 obecneunBaeT BbICOKOCKOPOCTHYHO
6ecnpoBOAHYIO CceTb Ars BCeX Nnonb3oBaTenei ¢ NobbiX YCTPONCTB
B mobom mecTte u B nmoboe Bpemsi



Fair Scheduling

After fair scheduling is enabled, the whole channel and performance of AP is
fully used. Whether low-speed or high-speed the wireless terminal is, they'll
have opportunity to send packets.

& Fnable fair scheduling

802.11n 802.11n

MexaHnam rmbkoro nnaHMpoBaHuUsi

O6wupHas nonutuka QoS

RG-WS6024 nogaepxvBaeT WNPOKY nonutuky QoS. Hanpumep,
6EeCnpoBOAHON KOHTPOMIEP MOXET YCTAHOBWUTb OrPaHUYeHus Ha
MPOMYCKHY CNOCOBHOCTL, YTOBLI AaTh Gonee BbICOKWN NpuoputeT
KPUTUYECKN  BaXHbIX  MPUNIOXEHUA  nepejayn  OaHHbIX,
obecneyvBasi rapaHTVPOBaHHYK MPOMYCKHY CMOCOBHOCTb AN

ceTu no6oro pasvepa.

YmHoe ynpaBneHue PY

RG-WS6024 nossonsetr T BbinonHATe PY  ckaHupoBaHue

GecnpoBogHoOM ceTM no 3anpocy. [lyTemM  ckaHMpoBaHWs
[mnanasoHoB " KaHanog, YCTPONCTBO BblaensieT
HECaHKUMOHMPOBaHHbIE TOo4kM Jgoctyna u cetn. CeTteBow

agMUHUCTPATOp Takxke NoryvyaeT OnoBeLLEHNs AN HEMeOTIEHHOro
OEeNCTBUS,, YTO TMO3BOMSIET KPYIIOCYTOYHYH 3aliuuiatb CeTb.
Kpome Toro, RG-WS6024 mMoxeT KOHTponupoBaTb yHkuum PY
CKaHVMPOBaHUSA B PEXUME pearibHOr0 BPEMEHU AN U3MeEpEeHUs
MHTEHCUBHOCTEN curHana u nomex. Pabota c O, 6ecnpoBoaHom
KOHTpOMnep MOXeT OMHaMU4YecKu

perynmpoBaTtb  Harpyskwu,

MOLLHOCTb, pPagMoYacTOTHOE TMOKpbITUE, W KaHan BblOelleHudA

CurHana ansg mMmakcMmanbHOro NoKpbITUA U €MKOCTHU.

OnbIT 6eclOBHOrO POyMUHra

MepenoBble TexHoONorvn Knactepusauuy MO3BOMSAT B pexuMe
peanbHOro BPEMEHV CUMHXPOHU3MPOBaTb BCE MONb30BaTeNbCKMe
OaHHble Mexay yctponctBamu RG-WS6024. [pyrvmu cnoBamu,
obMeH nonb3oBaTensLCKkor MHopMaLIMen NPONCXOANT K KnacTepe,
nossonss  nonb3oBaTtensm GecnpoBogHo# ceTu  cBOGOAHO
nepemeLlaTbCs BO Bcel ceTW. Takum ob6pasom, nomnb3oBaTenv
MoryT 6e3 orpaHuyeHui nonb3oBaTbcs GesonacHow ceTblo, a IP
agpec U ctatyc ayTeHTUduKaumm OCTaloTcs Heum3MeHHbIMU. RG-
WS6024 Tarke NoaaepX vmBaeT CKOPOCTHOWM POYMUHT U FONOCOBbIE

CepBUCbl C UCMOJb30BaHUEM K.I'IaCTepHOI;l TEXHONOIMNN.
UHTennekTtyanbHasa 6anaHcUpoBKa Harpysku

B Goratoii cpene GecrniposogHoro LAN, 6ecrnpoBOgHON KOHTpOSfep
RG-WS6024 B

nonb3oBaTtenew MeXAy pasHbIMU TOYKaMKU O0CTyna B 3aBUCUMOCTU OT

nape ¢ TO Ruijie, rpamoTHO pacnpegenset
yucna nonb3oBaTtenen u Tpaduka AaHHbIX B peXuMme pearibHoro
BpemMeHu. 3Ta yHKUMS NO3BONSieT PaBHOMEPHO pacnpefenvTb
Harpysky Ha kaxagyil T[ W nOBbIlLAET CPEAHIO  MPOMYCKHYO
cnocobHocTe 1 QOS (kayecTBO OOCHYXMBaHUSI), 4YTO MNOBbILAET
ceTeBYyt0 [OCTYNHOCTb. B AononHeHue K poneBoi ocHoBe U PYHKLMSM
6anaHcupoBkK Tpaduka,

RG-WS6024 Takke obecneumBaeT 6anaHCUMpPOBKY Harpysks B

nraHe 4aCToTHOro guana3oHa. HeCMOTpA Ha TO, 4TO YaCTOTHbIN

aonanasoH 5 [Ty (802.11a/ n/ac) cmoxeT npepnoxuTs 6onee
BbICOKYIO NMPOU3BOAUTENIHOCTb, GOMBLUMHCTBO YCTPOWCTB

Wi-Fi  npuHumaetr 2.4 T[Ty no ymonuyaHuwo. C  dyHKumen

GanaHcupoBku Tpaduka, RG-WS6024 no3sonsieT nonb3oBaTensam
C ABYX AMana3oHHbIMU YCTPOMCTBaMM MOAKIIOYATLCS NPUOPUTETHO
K 5'Tu. O6bem Tpaduka 3HauUTENLHO yBenuunsaetcs Ha 30-40% 6Ges
RG-WS6024 obecneunBaet

AONOJTHUTENbHbIX 3aTpar.

UCKIMIOYNTENBHYIO BbICOKOCKOPOCTHYHO 6ecnpoBoaHyto

NPOV3BOAUTENBHOCTL ANs BCEX KNUeHTOoB Ruijie.
User-based Load Sharing

Wireless users will connect to AP according to their own choose, so certain
AP may have too many users and a very heavy load while other APs are idle.
This is a very common problem in large-scale wireless network.

Load sharing feature enables Ruijie APs which work in the same group to
realize load balance based on number of users and download bandwidth,
users then will access to the non-busy APs.
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MHTennekTyanbHas 6anaHcMpoBKa Harpy3ku
AHeproacdpeKTUBHOCTb

JKo aunsamnH

RG-WS6024 npumeHsieT annapaTHyl0 apxXUTeKTypy criegytoLero
MOKOMEHUsi C BBLICOKMMW 3Heprocbeperalowymm cxemamv 1
BbIOOPOM KOMMOHEHTOB. YCTPOWCTBO obecnevnmBaeT 3ameTHoe
CHWXeHVe aHepronoTpebneHns 6onee yem Ha 40%. B gononHexne
K MakcumarnbHOW 9KOHOMMEN dHeprum, RG-

WS6024 Takke 3HaA4MTENbHO CHMXKaeT LymMoBOe 3arpsis3HeHue. Bce
mogenu B cepun nmverT

nepeMeHHO-CKOPOCTHbIe oceBble

BEHTUNATOPDI, KOTOpbIe nogaepxmearot NHTEINEKTyalribHYyo

perynvpoBKy CKOPOCTW, OCHOBbIBasiCb Ha TeKylleih TemnepaTtype
oKkpyatowero Bosgyxa. Bce dyHkuum 3actaBnsitoT 6ecnpoBogHON
KOHTpOnnep nnaBHO pabotaTb M yMeHbluaTb 3dHepronoTpebreHne u

LymMm OAHOBpPEMEHHO.
PoE dnekTponutaHue

RG-WS6024 npepnaraeT Tpu pexuma anektponuTaHne POE -
aBTo, 3HeprocHeperarLLmnii U CTaTUHECKUI - YTOObI BbITb FOTOBLIM
K MoBbIM TPYAHOCTSAM, CBSI3aHHLIM C Pa3BepTbIBAHUEM.

RG-WS6024 Takke nogaepXvBaeT aBTO PEXUM MOHMKEHHOro
notpebneHuns aHeprun. Korga

MHTepdenc OTKMAYEeH Ha

Ol'lpe,El,eJ'leHHbIVI nepuoa BpemMeHu, cuctema aBTOMaTU4ecKu

EEE

aHeprocbeperaoLLuii pexxnMMm siBNsieTCs elle 0gHOM 0COBEHHOCTbHO.

BKIMHOYUT ero Aana yBeludeHusa 3Hepr03d)(fbeKTl/lBHOCTl/l

Cuctema aBTOMaTUYECKM npespatuTt XOrocTow NOpPT B PEXUM
SKOHOMUN 3HEpPrun. Korga nosiBnsieTcs HOBbIM NakeT, TO cucTema
Bbl4aCT nepexBaTbiBaloLne MNMOoTOKUW B MOPT, 4YTOObI BO30OHOBUTL

pabory.
HacTpoiiku aHeprocbepexeHus o 3anpocy

RG-WS6024 MOXeT perynsipHo BbIkIodaTb by nepepady
nHTpdericoB PY Bce3 T[] cormacHo ¢hakTuiecknm noTpebHoCTAM.
OTy (YHKUMIO MOXHO Takke OTKMouYUTb Uenvkom TO no
pacnucaHmio. B manbix n cpefHux Bu3Hec-cLeHapusix, ceTeBou

agMUHUCTPATOP MOXET HacTpouUTb OEecrnpoBOAHON KOHTponnep



Ana  aBTOMaTtU4ecKoro  OTKIKYeHUA U NepekrioyeHna PY

UHTepdericoB nepefaym B SHeprocbeperawowmii  pexum. 3Ta
yHKLMSE 0cOBEHHO Mofie3Ha BO BPEMS TallM-CMOTOB, HaNpuMep, B
NOMHOYb, B BbIXOAHbIE W

npasgHu4Hble  OHW, Korga HeTt

HeobxogumocTh B BecnpoBofHbIX cepBucax. BbecnposogHon

KOHTpONnep 3Ha4YUTesrlbHO CHWXaeT n0Tpe6neHV|e SHeprum u,

cnepoBartersibHo, obecneynsaet MakcumMarnbHyr 3KOHOMWUIO
cpencTB Ans nonb3oBaTenen.

Fmbkasn 7] obwmpHasn nonuTukKa
6e3onacHoCTM

JNlokanbHas ayTeHTUdMUKaLMA

RG-WS6024  obnagaet  nokarnbHOM 6a3oii  AaHHbIX

nonb3oBaTenei, koTopas NoaaePKUBaAET UHTErpaLMio C MOMOLLbIO

BCTPOEHHOrO cepBepa nopTana, Ans MpoCTOM  NOKanbHOW

ayTeHTMdMKaumm GecnpoBodHbIX Monb3oBaTenein 4vepe3 Beb-

ayTeHTUdMKaumun.  BecnpoBogHOM  KOHTponnep  Mo3BonsieT
MCMONb30BaTh  fOKanbHY — ayTEHTUMKALMIO  Ha  OCHOBE
(baKTUYeCKoro crnpoca CO CTOPOHbl MOMb3oBaTeNen, SKOHOMS

3aTpaTbl 3a cyeT u3baBneHUs OT TaKUX YCTPOWCTB, Kak BHELLUHWUM
noptan u cepeep Radius. CeTeBasi MH(pPaCTPyKTypa, NO3TOMY B
RG-WS6024 nonHocTbio
yooBneTBopsieT TpeboBaHuaMm Ge3onacHOCTM [OCTyna ManbiX U

3HAYUTENbHON CTeneHw, ynpoLieHa.

CpeaHux ceTen.

Bo3MOXHOCTb LIJVICprBaHVIH nonb3oBaTeJyIbCKUX
AaHHbIX

RG-WS6024 nonHocTbio NOAAepKMBaeT nepenoBble TEXHOMOrUK,
kak WEP, TKIP, un AES,
6e3onacHOCTb Nepedayn AaHHbIX N0 6ecnpoBOgHON CeTH.

Takne obecneynBas CKBO3HYHO

TexHonornsa BUpTyanbHoro 6ecnpoBogHOro
nakeTMpoBaHUs

C BupTyanbHon TtexHonornen T, RG-WS6024 moxeT pasgenutb
SSID B
aoMUHMCTPATOP MOXET 3awwmdpoBaTb OTAEMNbHO U U30NMPOBATh

HECKONbKO  MAEHTUUKaATOPOB cetn. CeTeBoM
nogcet™ unnm VLAN ¢ oaumHakoBbiMu SSID. PassepTbiBaHve Tem
camMbiM obecneyvBaeT yKa3aHHbIA PEXUM MPOBEPKN MOASTMHHOCTYU

N MexaHu3M LWndpoBaHus Ans kaxgoro SSID.

PY 6e3onacHocTb

RG-WS6024 noppepxvBaeT @yHKUMIO ckaHupoBanua PY ans
0oBHapy>XeHUsi HeCaHKLMOHUPOBAHHbBIX TOYeK AOCTyna Win Apyrnx
NCTOYHMKOB paguonomex. [locne obHapyxeHus, 6ecnpoBoAHOW
KOHTpornep byaeT oTNpaBnATb OMOBELLEHNS B peXnMe pearnbHOro
BpeMeHn cucrteme CeTeBoro ynpaBneHusi. CeTeBon
aAMVHUCTPaTOP MOXET Ferko KOHTPONnMpoBaTb MOTEHUManbHble

Yyrposbl 1 UCnonb3oBaHWe cTaTyca B noboe BpemA.

3aLI.|VITa OT BUPYCOB U aTak

RG-WS6024 npepocTaBnseT LUMPOKAN AuanasoH BCTPOEHHbIX
MexaHVU3MoB 6e30macHOCTH, YToObl ahdeKTUBHO NpefoTBpaLLaTh
N KOHTPONMpOBaTb pacrnpoCTpaHeHVWe Bupyca W atak CeTeBOro
MexaHunambl

Tpaduka. obecneynBalOT HafeXHOCTb CETEBOro

TOMbKO nonb3osatensam. Takve
IP/MAC/WLAN

orpaHunyeHunsa

AocTyna aBTOPU3OBaHHLIM

MExXaHu3Mbl  3aLUTbI
ACL
CMoCOBHOCTVM Ha OCHOBe YynpaBreHus Tpadukom W T.4. RG-

WS6024

BKNMKO4YakwT NPUBA3KU,

al'll'lapaTHbIVl KOHTPOIb, I'IpOI'IyCKHOI?I

uaeanbHO  MOAXOAWT  ONA  KammycoB,  GOMbHUL,

KOpnopaTuBHbIX ceTell C BbICOKUM YPOBHEM 6esonacHocT Ans
rocTeBoro gocryna.

3awmieHHbIN OCTYN Nofib3oBaTenen
RG-WS6024 nopaepxvBaeT BebG-ayTeHTMUKaLMKW, NO3BONSAS

nonb3oBaTensm 1CMnosnb30BaTh Beb-6paysep ans
ayTeHTudukaumn. [Mpoepka noanvHHocTM 802.1X ewe opgHa
BaxHasi getanb 6e3onacHocTW. OCHOBHbIM OTNMYMEM OT BeOG-
yto 802.1X

nocrie  ayTeHTudukauum.

ayTeHTudmrKaumm
IP/MAC/WLAN
MOSTHOCTBIO rapaHTUPYyeT NerMTUMHOCTL MoMb3oBaTenbcKoro ID.

BK RG-WS6008 Takke nopaepxusaeT Ruijie RG-SMP (Security
Management Platform), 4Tobbl 06ecneunTe 0630p U KOHTPOMb Haz

ABNsieTCa  TO, 3agencTeyeT

NPUBSA3KN DyHKLMA

6esonacHocTblo U ceTeBbiMM ycTponcTtBamu Ruijie. RG-SMP

npegnaraeT  KOMMIEKCHoe  ynpaeneHue  6e3omnacHocTbio B
LUMPOKOM AmanasoHe cuctembl BesonacHocTu Ruijie n nossonset
nonb3oBaTensmM ynpasnsiTb OPUCHBIMU CETAMMU MobbIX pa3MepoB
ANS LWMPOKOro CnekTpa oTpacnen npoMbIWNeHHOCTH, cobnopas
TpeboBaHusi  GesonacHocTn B

acnekTax naeHTndmKaumm

none3oBartens, npaBuUbHOM paGOTbI xocta u 6GesonacHocTu

CeTeBOro B3auMoaencTBuS.

MbKue peXxnmbl NPOBEPKM NOASIMHHOCTHU

B pononmHeHne K TpaguumoHHOW  Beb-ayTeHTUdMKauMm nu
ayteHTudmkaumm 802.1X, RG-WS6024 Takke noaoepxvsaeT
nNpoBepKy NOANMHHOCTK Mo npoTtokony PEAP, SMS aBTopu3aumio,
1 QR Code aBTOpU3auuto.

AsTopusaumss PEAP nosBonseTr nonb3oBaTensaMm npousBoanTb
aBTopu3auMio  naporeM  eavHoxabl.  OTO  03HayaeT,  uTo
HeobXoAnMO BCEro oAvH pa3 BBECTM YYeTHble [aHHble BO BPEMS
nepBoro BusmuTa.

Ecnu poctynHa SMS aBTopusauus, nonb3oBaTtens cHavana
noaTBepXAaeT AaHHble C MOBUIBHOrO TenedoHa, 1 nony4yaet
coobLLieHNe € NTOTMHOM ¥ NapofieM Ans Bxo4a B CETb.

QR-kog  ayTeHTU(MKauMsa-3TO  ewe oauvH  BecnpoBogHoOM

GesonacHblii crnocob. Mocne nonyyeHusi gocTyna GecnpoBoAHON
ceTu, Nonb3oBaTesin CMOryT NonyyYuTe QR-KOA Ha UX YCTPOWCTB 1

NpPOCTO NoNpoCuUTb aBTOpVISOBaHHbIIZ nepcoHan NpoBepuTb ero Koa

[10CTyna K CeTu.

. https:/710.10.1.1:2 [T LN * |

TRFull74%0
Eg https://10.10.1.125/smp/qrc

The success of QR-Code code scanning aut
hentication,
you can now access the Internet.
Please ask Ruijie staffs scan the QR
-Code for Internet Access.

PacLumpeHHbIi rocTeBoi 6ecnpoBoaHble nHTepdeic QR-koa
ayTeHTUdmKaLumum

3awmTa ot ARP-cnycdmHra

MpoTokon (ARP)

3almuiaeT nonb3oBaTenen cetu OT LUM030B

paspeLueHus agpecos 3ahdheKTNBHO
obHapyxuBaeT u
ARP-cnycduHra un xoct-cnyduHra. ABTOMaThdeckas npuBsA3ka
MOXeT ObITb BKMIOYEHA Kak B AWHaMuYeckue Tak WU ctaTudeckue

cpefbl pacnpegenenuns IP-agpecos, YTO MO3BOMSET CYLLECTBEHHO



9KOHOMWTL TPYZAOBblE Pecypcbl U 3aTpaTbl Ha ynpasneHune.RG-

WS6024 MoxeTe OTCrexuBaTb W KOHTPONMPOBATb CKOPOCTb

nepepnayn ARP nakeTbl, 4TOObl NpedoTBpPaTUTL 3rIOHaMEpPeHHoe

ncnosnb3oBaHMe UHCTPYMEHTOB CKaHMpPOBaHUA, KOTOpoe npuBoanuT

K ARP conyauHry 1 Bbi3biBaeT neperpysky cetu.

Mepbl npoTUB HeaBTOpU3oBaHHbIX T[

RG-WS6024 obecneynBaeT

achdekTBHOE

oBHapyxxeHve

HECaHKLUMOHNPOBAHHbIX TOYEK OOCTyna W cAepXuBaet WX, 4YTOObI

noBbicMTb GesonacHocTb 6ecnpoBOAHbLIX CETEW.

opraHusyeT akTtusHywo T[,

YTOObI

YCTponcTBO

BbIMNONHUTb o6Hapy>KeHV|e

HEeaBTOPM30BaAHHbLIX YCTPOWCTB, MOcnaTb MakeT C 3anpocoM U

nony4nTb OTBET OT OEeNCTBUTENbHBIX TOYeK goctyna. CeTteBon

agMUHUCTPAaTOop MOXeT

HeaBTOpU30BaHHbIE TOYKN

6e3onacHocTu.

noaTomy
pjoctyna

nerko BblOeNNTb

HauBLICLLEA  CTEMEHU

Wired & Wireless

Countermeasure
Block any rogue AP

by disabling the

switch port.

@ OO-LT

Rogue AP
Detected

*Detectedﬁ ~ ~
©@ & @ @ @@

WIDS Module

If rogue users performing wireless
attacks are detected, the
authorized AP can block and deny
such users from network access
for a certain period of time.

RF Security
Module
Disassociate any
rogue AP and
associate the
end user back to
the authorized
AP.

HecaHKLMOHMPOBaHHbIE TOYKM AOCTYyNa U OENCTBUSA
nonb3oBarenen

Be3onacHocTb DHCP

C nomoLbl  OTCREXMBaHUA  OUHAMWYECKUM  MPOTOKONIOM
KoHdurypaumm xocta (DHCP), RG-WS6024 no3sonsieT otsevartb
Ha COOGLUEeHNs1 TOmbKO

HagexHblx nopToB. bBecnpoBoagHow

KOHTpoOnnep MOXeT TaKum o6paaoM npenoTeBpaTuTb

HecaHKLMOHMPOBaHHOe paseepTbiBaHue DHCP-cepeepa,

BNusOlLlEe Ha ynpaBneHve cetbto U IP-agpeca, Mewas
HopMarnbHol pabote cet. C yHKUMen MoHuTopuHra DHCP, RG-
WS6024 moxeT 3dEKTUBHO NPeaoTBpaTUTb BO3HWKHOBEHWE
ARP nogmeHbl y3na u uctodHuka noamedsbl IP agpeca nytem
OnHamunyeckoro MoHutopuHra ARP n npoBepku uctodHuka |IP-

agpeca.

YnpaBneHue nHcopmMaLuMoOHHON 6€30NacHOCTbIO

Onsi obecneveHnss Ge3onacHOCTU YCTPOUCTB U obecneveHusi
npotokonbl Secure Shell (SSH) n SNMPv3
LWndpyoT nHopMaumio ynpasneHus ¢ nomollbio Telnet n Simple
Network Management Protocol (SNMP). RG-WS6024 npegnaraet

npotokony Telnet KOHTponb AOCTyna, OCHOBaHHbIN Ha |P agpece

3aunTbl OT aTak,

NCTOYHMKA, obecnevmBatoLLemM BbICOKUIA YPOBEHb AeTanum3auun Ha

YCTPOWCTBO  ynpaBneHusi. Tombko |P-agpeca, o0806peHHble

CeTeBbIM aAMUHUCTPATOPOM MOryT BOWTM B GecnpoBOOHOW
KOHTpOrnnep, KOTOpbIA OOMOSIHUTENbHO MOBLbILAET 6e30MacHOCTb

YCTPOWCTBA CETEBOrO YrNpaBneHusl.

EauMHana cuctema YnpasneHun

MHoOXecTBeHHbIe MPOTOKOJIbl yNpaBJieHNA n
eaAuHasa nnatdopma ynpasneHus

RG-WS6024 nopaepxvBaeT OFPOMHOE KOMMYECTBO PEXMMOB
ynpaBrneHus (Hanpumep KomaHgHas cTtpoka). OH obecneunBaet
LleHTpanu3oBaHHoOe " ahdekTnBHOE nnaHupoBaHue,
pa3BepTbiBaHME, MOHWUTOPWHI W YyrNpaBneHue BCEMW TOYKaMu
[oCTyna Npy MUHUMarnbHbIX MHBeCTUUMsAX. PaboTas ¢ Ruijie Smart
Network Commander (SNC), koTopas ssBNsieTcsi MHOrOCTOPOHHEN
RG-WS6024

OﬁLIJVIprIe CepBUCHI YyMnpaBlieHUA, Takue KaK Tononornyeckasa

nnaTopmoil  ynpaeneHus, npeanaraet 6Gonee

reHepaums, ctatyc pabotbl T[l, oHnarH ctaTyc nonb3oBaTens,

PY nnaHvupoBaHve Bcel ceTu, MeCTOMOSIOKEHME MoNb3oBaTens,
oroBelleHNe cUCTEMbl GE30MACHOCTU, CBSA3b C pacnpeerneHnemM
Harpysku, ko3 pumLmeHT

MCcnosib30BaHUA yCTpOVICTBa,

nepemMellaemMble 3anucy ¥ BbIBOAbI OTYETOB. ITW  DYHKLMM

No3BOJIAT aAMUHUCTPATOPY CETU KOHTPOJIMpOBaTb U yNnpaBnATb

paboynmM COCTOSAHNEM BCel CETU B LIeHTpe 06paboTKM AaHHbIX.

Ruijie SNC [Inarpammva 06beanHeHHOW Tononorum

Beb-uHtepdeiic ynpaBneHus
The RG-WS6024 RG-WS6024

VMHTepdenc ynpaBneHus, KOTopbIi obecnevmBaeT ynpoLeHHoe

noaaepxveaet K[ Beb-
KOHDUryprpoBaHne 6GecrnpoBOAHON CETU U BbICOKYH) BUAMMOCTb

ona  pabotbl Bcer cetm B uenom. C nomowbio K[ Bed
nHTepdeiica, 6ecnpoBOAHON KOHTPOSIEP MOXET Takke ynpaBnsTh
T, a Tawkke COOTBETCTBYWOLMMU MOSb30BATENSIMU, AOCTUras
KOHTPONb HaZ MPOMYCKHOW CMOCOGHOCTBLIO Monb3oBaTens U
orpaHu4eHuns JocTyna K CeTu.

Takum obpasom, CceTeBOM agMUHUCTPATOP

MOXeT  Inerko

nnaHnupoBaTb, yNpaBniATb U 06CJ'Iy)KI/IBaTb 6ecnp0|30/:1Hy|o CeTb.

T2UJIC smortwer

Contguration wizara

0wt 1 cont o AP B o AC, ettt 93 G

Welcome to the Wireless Smart Web configuration wizard

v

S

Ruijie Smart Web Management nHtepdeinc



TexHnueckKkue XapaKTepmCcTukKm

O6opypnoBaHue

Mopenb RG-WS6024

CepByCHble NopThbI

24-port 10/100/1000Base-T, 2-port 100/1000M SFP combo, support
PoE/PoE+, 2-port

1G/10G SFP+, 2 expansion slots, dual modular power supplies

MopTbl ynpaBneHus

1 console port

3kcnnyaTaumoHHas TeMnepaTypa

0°C to 45°C

SKCI'IJ'IyaTaLI,VIOHHaﬂ BITaXXHOCTb

5% to 95%RH (non-condensing)

Temnepatypa xpaHeHUs

-40°C to 70°C

BnaxHocTb xpaHeHus

5% to 95%RH (non-condensing)

MNopgaya nutaHusa

Support dual power supplies (sold separately)
AC input:

Rated voltage range: 100V to 240V

Maximum voltage range: 90V to 264V
Frequency: 50 to 60Hz

DC input:

Voltage range: -36VDC to -72VDC

OHepronoTtpebneHne

24-port PoE+, <850W

CtaHgapTbl 6e3onacHoOCTH

GB4943-2011

EMC cTtangapTbl

GB9254-2008

Pasmepsbi (LLUXM%B) (Mm)

440 x 260 x 44

Bec 5.8kg (including packing)
YcTtaHoBka 19-inch rack

Switching Capacity 128Gbps

Packet Forwarding

Rate 96Mpps

Default Number of

Manageable APs 24

Maximum Number of

Manageable APs 128 (with license upgrade)

Maximum Number of

Configurable APs 96 (up to 512 with license upgrade)

Maximum Number of

Manageable Users 768 (up to 4096 with license upgrade)
|_|p0|/|380/:l,|/|Te VLAN 4094
NbHOCTb

Maximum Number of
Clients Supported

by the Built-in Portal

768 (up to 4096 with license upgrade)

ACL 1500
MAC Address Table | 16K
ARP Table 1K

Local Authentication

768 wireless clients (up to 4096 with license upgrade)

Inter-AC Roaming
Switch Time

<50ms

4K 802.1Q VLAN
Port-based VLAN
MAC-based VLAN
Protocol-based VLAN




LAN

802.1Q VLAN

Private VLAN

Voice VLAN

Private VLAN

IP subnet-based VLAN
GVRP

PoE

Compliant with IEEE 802.3af and 802.3at

Support automatic, energy-saving, and static power
supply modes

Hot start with uninterrupted power supply

Support port priority

Support stacking

QinQ

Basic QinQ

Flexible QinQ

N:1 VLAN switching
1:1 VLAN switching

LAN

ACL

Standard IP ACL (hardware ACL based on IP addresses)

Extended IP ACL (based on IP addresses and TCP/UDP port number)
MAC-extended ACL (based on source and destination MAC addresses and
optional Ethernet type)

Time-based ACL
Expert ACL (based on the flexible combination of VLAN number, Ethernet

type,

MAC address, IP address, TCP/UDP port, protocol type, and time)
ACL80

IPv6 ACL

ACL logging

ACL counter

ACL remark

Global ACL

ACL redirect

QoS

Port traffic identification
Port traffic limit
802.1p/DSCP/TOS traffic classification

8 priority queues on each port
SP, WRR, DRR, SP+WFQ, SP+WRR, SP+DRR, RED/WRED queue
scheduling

WLAN

802.11 LAN Protocol

802.11, 802.11b, 802.114a, 802.11g, 802.11d, 802.11h, 802.11w, 802.11k,
802.11r,

802.11i, 802.11e, 802.11n, 802.11ac

CAPWAP

Layer 2/Layer 3 network topology between an AP and AC

Enable an AP to automatically discover an accessible AC

Enable an AP to automatically upgrade software version from an AC

Enable an AP to automatically download configurations from an AC

Network Address Translation (NAT) traversal

Roaming

Intra-AC Layer 2/Layer 3 roaming

Inter-AC Layer 2/Layer 3 roaming

Intra-AC Layer 2/Layer 3 roaming under local forwarding

Inter-AC Layer 2/Layer 3 roaming under local forwarding

Forwarding

Local forwarding

Wireless QoS

AP-based bandwidth limiting

WLAN-based bandwidth limiting

Static speed limiting and smart speed limiting based on user




Fair balancing

User Isolation

User isolation based on ACs in the whole network

User isolation based on AP

User isolation based on WLAN

Reliability

Fast switching between 2 ACs

Multi-AC redundancy (1:1 A/A and A/S, N:1)

Multi-AC clustering (N:N)

Remote Intelligent Perception Technology (RIPT)

Uninterrupted service upgrade

WLAN

STA Management

AP-based STA access control

SSID-based STA access control

AP-based load balancing

AP traffic-based load balancing

5G priority access

RSSI threshold

STA RSSI Threshold

0to 100

STA Idle Timeout

90 to 86,400 seconds

STA Average Data
Rate Threshold

8 to 819,200 with the accuracy of 8kbps

Adjusting Transmit
Power of Beacons
and

Probe Responses

Yes

Offline Syslog

Yes

RF Management

Setting country codes

Manually setting the transmit power

Automatically setting the transmit power

Automatically setting working channels

Automatically adjusting transmission rates

Support blackhole compensation

Support RF interference detection and avoidance

BesonacHocTb

IPv4 Security

Web authentication

802.1x authentication

PEAP authentication

SMS authentication

QR code authentication

IPv6 Security

802.1x authentication

Web authentication

802.11 Security and
Encryption

Multi-SSID

SSID hiding

802.11i-compliant PSK authentication

WPA and WPA2

WEP (WEP/WEP128)

WAPI

TKIP

CCMP

Protection against ARP spoofing




CPP Yes

NFPP Yes

WIDS Yes

Ping, Traceroute

DHCP Server

DHCP Client

DHCP Relay

DHCP Snooping

DNS Client

IPv4 Protocol
NTP

Telnet

TFTP Server

TFTP Client

FTP Server

FTP Client

NHTepHeT DNSv6 Client

MpoTokonbl DHCPV6 Relay

DHCPvV6 Server

TFTPv6 Client

FTPv6 Server

FTPv6 Client

IPv6 Protocol
IPv6 CAPWAP

ICMPV6

IPv6 Ping

Manual tunnel, automatic tunnel

Manual configuration address, automatic local address

IPv6 Traceroute

IPv4 Routing Static routing, RIP
IPv6 Routing Static routing
SNMP vi/iv2civ3
Network RMON
Management
Remote probe
Syslog
Web management (Smart-web)
Network
Management
YnpaBnenue Platform RG-SNC management
Heat Map diagram
Login via console port
User Access Login via Telnet
Management

Login via SSH

Upload to FTP




UHcdopmauus ansa sakasa

Model Description Remarks

Wireless Controller for unified wired and wireless management, 24-port

10/100/1000Base-T (PoE+), 2-port 100/1000M SFP combo and 2-port 1G/10G
RG-WS6024 . ) . Mandatory

SFP+, 24 APs license by default, support local forwarding, 2 expansion slots, power

supply module sold separately (require at least one)
OTHOCSsAWMecA NPOAYKTbI
RG-M5000E- AC Power Module, 370W power budget for POE, up to 24 PoE ports or 12 PoE+

Optional

AC500P ports

AC Power Module, 740W power budget for PoE, up to 48 PoE ports or 24 PoE+ )
RG-PA1150P-F Optional

ports
RG-M5000E- DC Power Module, -32VDC to -72VDC input voltage, 370W power budget for PoE,

Optional

DC500P up to 24 PoE ports or 12 POE+ ports P

WS Series Wireless Controller Module, 32 APs or 64 wall APs license by default, up

to 128 APs/Wall APs by license upgrade, local forwarding recommended and support )
RG-M6000-WS ) . Optional

up to 64 APs for centralized forwarding, each RG-WS6024 supports 1 RG-M6000-

WS Wireless Controller Module only
LIC-WS-128 WS Series Wireless Controllers upgrade license for 128 APs or 256 Wall APs Optional
LIC-WS-32 WS Series Wireless Controllers upgrade license for 32 APs or 64 Wall APs Optional
LIC-WS-16 WS Series Wireless Controllers upgrade license for 16 APs or 32 Wall APs Optional
M2910-01XS 1-Port 10GBase-X SFP+ Interface Module Optional
M2910-01XT 1-Port 10GBase-T Interface Module Optional

rRuiyjie

Networks

Headquarter in Beijing
Address : Floor 11, East Wing, ZhongYiPengAo Plaza, No.29
Fuxing Road, Haidian District, Beijing 100036, China

Email :  info@ruijie.com.cn
Tel : (8610) 5171-5961
Fax : (8610) 5171-5997

Regional Office in Hong Kong

Address : Unit 09, 20/F, Millennium City 2, 378 Kwun Tong Road,
Kowloon, Hong Kong
Email : sales-hk@ruijienetworks.com

Tel : (852) 3620-3460

Fax : (852) 3620-3470

Supply Chain in Fuzhou

Address : JuYuan Star-net Ruijie Technology Park, No.618 JinShan
Road, Fuzhou City, 350002, China

Tel : (86591) 8305-7888
(86591) 8305-7000

Regional Office in Malaysia

Address : Office Suite 19-12-3A, Level 12, UOA Center, No.19 Jalan
Pinang, 50450 Kuala Lumpur

Email :  sales-my@ruijienetworks.com

Tel : (603) 2181-1071

For further information, please visit our website http://www.ruijienetworks.com

This material was made in 2015. The pictures and technical data inside are only for reference. All rights reserved.
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